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41 The credit union should, therefore, en-
sure that it has reasonable policies and pro-
cedures in place, including trained per-
sonnel, to respond appropriately to member 
inquiries and requests for assistance. 

42 Currently, the FTC Web site for the ID 
Theft brochure and the FTC Hotline phone 
number are http://www.ftc.gov/idtheft and 1– 
877–IDTHEFT. The credit union may also 
refer members to any materials developed 
pursuant to section 15(1)(b) of the FACT Act 
(educational materials developed by the FTC 
to teach the public how to prevent identity 
theft). 

account. Sensitive member information also in-
cludes any combination of components of 
member information that would allow some-
one to log onto or access the member’s ac-
count, such as user name and password or 
password and account number. 

2. Affected Members 

If a credit union, based upon its investiga-
tion, can determine from its logs or other 
data precisely which members’ information 
has been improperly accessed, it may limit 
notification to those members with regard to 
whom the credit union determines that mis-
use of their information has occurred or is 
reasonably possible. However, there may be 
situations where the credit union determines 
that a group of files has been accessed im-
properly, but is unable to identify which spe-
cific member’s information has been 
accessed. If the circumstances of the unau-
thorized access lead the credit union to de-
termine that misuse of the information is 
reasonably possible, it should notify all 
members in the group. 

B. Content of Member Notice 

1. Member notice should be given in a clear 
and conspicuous manner. The notice should 
describe the incident in general terms and 
the type of member information that was the 
subject of unauthorized access or use. It also 
should generally describe what the credit 
union has done to protect the members’ in-
formation from further unauthorized access. 
In addition, it should include a telephone 
number that members can call for further in-
formation and assistance. 41 The notice also 
should remind members of the need to re-
main vigilant over the next twelve to twen-
ty-four months, and to promptly report inci-
dents of suspected identity theft to the cred-
it union. The notice should include the fol-
lowing additional items, when appropriate: 

a. A recommendation that the member re-
view account statements and immediately 
report any suspicious activity to the credit 
union; 

b. A description of fraud alerts and an ex-
planation of how the member may place a 
fraud alert in the member’s consumer re-
ports to put the member’s creditors on no-
tice that the member may be a victim of 
fraud; 

c. A recommendation that the member pe-
riodically obtain credit reports from each 
nationwide credit reporting agency and have 
information relating to fraudulent trans-
actions deleted; 

d. An explanation of how the member may 
obtain a credit report free of charge; and 

e. Information about the availability of the 
FTC’s online guidance regarding steps a con-
sumer can take to protect against identity 
theft. The notice should encourage the mem-
ber to report any incidents of identity theft 
to the FTC, and should provide the FTC’s 
Web site address and toll-free telephone 
number that members may use to obtain the 
identity theft guidance and report suspected 
incidents of identity theft. 42 

2. NCUA encourages credit unions to notify 
the nationwide consumer reporting agencies 
prior to sending notices to a large number of 
members that include contact information 
for the reporting agencies. 

C. Delivery of Member Notice 

Member notice should be delivered in any 
manner designed to ensure that a member 
can reasonably be expected to receive it. For 
example, the credit union may choose to 
contact all members affected by telephone or 
by mail, or by electronic mail for those 
members for whom it has a valid e-mail ad-
dress and who have agreed to receive com-
munications electronically. 

[70 FR 22778, May 2, 2005] 

PART 749—RECORDS PRESERVA-
TION PROGRAM AND APPEN-
DICES—RECORD RETENTION 
GUIDELINES; CATASTROPHIC ACT 
PREPAREDNESS GUIDELINES 

Sec. 
749.0 Purpose and scope. 
749.1 Definitions. 
749.2 Vital records preservation program. 
749.3 Vital records center. 
749.4 Format for vital records preservation. 
749.5 Format for records required by other 

NCUA regulations. 

APPENDIX A TO PART 749—RECORD RETENTION 
GUIDELINES 

APPENDIX B TO PART 749—CATASTROPHIC ACT 
PREPAREDNESS GUIDELINES 

AUTHORITY: 12 U.S.C. 1766, 1783 and 1789, 15 
U.S.C. 7001(d). 

SOURCE: 66 FR 40579, Aug. 3, 2001, unless 
otherwise noted. 
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§ 749.0 Purpose and scope. 
(a) This part describes the obliga-

tions of all federally-insured credit 
unions to maintain a records preserva-
tion program to identify, store and re-
construct vital records in the event 
that the credit union’s records are de-
stroyed and provides recommendations 
for restoring vital member services. All 
credit unions must have a written pro-
gram that includes plans for safe-
guarding records and reconstructing 
vital records. To complement these 
plans, it is recommended a credit union 
develop a method for restoring vital 
member services in the event of a cata-
strophic act as defined in § 748.1(b) of 
this chapter. Additionally, the regula-
tion establishes flexibility in the for-
mat credit unions may use for main-
taining writings, records or informa-
tion required by other NCUA regula-
tions. 

(b) Appendix A to this part provides 
guidance concerning the appropriate 
length of time credit unions should re-
tain various types of operational 
records. Appendix B to this part also 
provides guidance for developing a pro-
gram for responding to a catastrophic 
act to ensure duplicate vital records 
can be used for restoration of vital 
member services. 

[72 FR 42273, Aug. 2, 2007] 

§ 749.1 Definitions. 
For purposes of this part: 
Vital member services mean informa-

tional account inquiries, share with-
drawals and deposits, and loan pay-
ments and disbursements. 

Vital records refer to the following 
records: 

(a) A list of share, deposit, and loan 
balances for each member’s account as 
of the close of the most recent business 
day that: 

(1) Shows each balance individually 
identified by a name or number; 

(2) Lists multiple loans of one ac-
count separately; and 

(3) Contains information sufficient to 
enable the credit union to locate each 
member, such as address and telephone 
number. 

(b) A financial report, which lists all 
of the credit union’s asset and liability 
accounts and bank reconcilements, 

current as of the most recent month- 
end. 

(c) A list of the credit union’s ac-
counts at financial institutions, insur-
ance policies, and investments along 
with related contact information, cur-
rent as of the most recent month-end. 

(d) Emergency contact information 
for employees, officials, regulatory of-
fices, and vendors used to support vital 
records. 

[72 FR 42273, Aug. 2, 2007] 

§ 749.2 Vital records preservation pro-
gram. 

The board of directors of a credit 
union is responsible for establishing a 
vital records preservation program 
within 6 months after its insurance 
certificate is issued. The program must 
be in writing and contain procedures 
for maintaining duplicate vital records 
at a vital records center. The proce-
dures must include: designated staff re-
sponsible for vital records preserva-
tion, a schedule for the storage and de-
struction of records, and a records 
preservation log detailing for each 
record stored, its name, storage loca-
tion, storage date, and name of the per-
son sending the record for storage. It is 
recommended credit unions include in 
these procedures a method for using 
duplicate records to restore vital mem-
ber services in the event of cata-
strophic act. Credit unions which have 
some or all of their records maintained 
by an off-site data processor are con-
sidered to be in compliance for the 
storage of those records if the service 
agreement specifies the data processor 
safeguards against the simultaneous 
destruction of production and back-up 
information. 

[72 FR 42273, Aug. 2, 2007] 

§ 749.3 Vital records center. 

A vital records center is defined as a 
storage facility, which may include an-
other federally-insured credit union, at 
any location far enough from the credit 
union’s offices to avoid the simulta-
neous loss of both sets of records in the 
event of a catastrophic act. A credit 
union must maintain or contract with 
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a third party to maintain any equip-
ment or software for its vital records 
center necessary to access records. 

[72 FR 42273, Aug. 2, 2007] 

§ 749.4 Format for vital records preser-
vation. 

Preserved records may be in any for-
mat that can be used to reconstruct 
the credit union’s records. The format 
used must accurately reflect the infor-
mation in the record, remain accessible 
to all persons entitled to access by 
statute, regulation or rule of law, and 
be capable of reproduction by trans-
mission, printing, or otherwise. 

[72 FR 42273, Aug. 2, 2007] 

§ 749.5 Format for records required by 
other NCUA regulations. 

Where NCUA regulations require 
credit unions to retain certain 
writings, records or information, credit 
unions may use any format that accu-
rately reflects the information in the 
record, is accessible to all persons enti-
tled to access by statute, regulation or 
rule of law, and is capable of being re-
produced by transmission, printing, or 
otherwise. The credit union must 
maintain the necessary equipment or 
software to permit an examiner to ac-
cess the records during the examina-
tion process. 

[72 FR 42273, Aug. 2, 2007] 

APPENDIX A TO PART 749—RECORD 
RETENTION GUIDELINES 

Credit unions often look to NCUA for guid-
ance on the appropriate length of time to re-
tain various types of operational records. 
NCUA does not regulate in this area, but as 
an aid to credit unions it is publishing this 
appendix of suggested guidelines for record 
retention. NCUA recognizes that credit 
unions must strike a balance between the 
competing demands of space, resource allo-
cation and the desire to retain all the 
records that they may need to conduct their 
business successfully. Efficiency requires 
that all records that are no longer useful be 
discarded, just as both efficiency and safety 
require that useful records be preserved and 
kept readily available. 

A. What Format Should the Credit Union Use 
for Retaining Records? 

NCUA does not recommend a particular 
format for record retention. If the credit 
union stores records on microfilm, micro-

fiche, or in an electronic format, the stored 
records must be accurate, reproducible and 
accessible to an NCUA examiner. If records 
are stored on the credit union premises, they 
should be immediately accessible upon the 
examiner’s request; if records are stored by a 
third party or off-site, then they should be 
made available to the examiner within a rea-
sonable time after the examiner’s request. 
The credit union must maintain the nec-
essary equipment or software to permit an 
examiner to review and reproduce stored 
records upon request. The credit union 
should also ensure that the reproduction is 
acceptable for submission as evidence in a 
legal proceeding. 

B. Who Is Responsible for Establishing a System 
for Record Disposal? 

The credit union’s board of directors may 
approve a schedule authorizing the disposal 
of certain records on a continuing basis upon 
expiration of specified retention periods. A 
schedule provides a system for disposal of 
records and eliminates the need for board ap-
proval each time the credit union wants to 
dispose of the same types of records created 
at different times. 

C. What Procedures Should a Credit Union 
Follow When Destroying Records? 

The credit union should prepare an index 
of any records destroyed and retain the index 
permanently. Destruction of records should 
ordinarily be carried out by at least two per-
sons whose signatures, attesting to the fact 
that records were actually destroyed, should 
be affixed to the listing. 

D. What Are the Recommended Minimum 
Retention Times? 

Record destruction may impact the credit 
union’s legal standing to collect on loans or 
defend itself in court. Since each state can 
impose its own rules, it is prudent for a cred-
it union to consider consulting with local 
counsel when setting minimum retention pe-
riods. A record pertaining to a member’s ac-
count that is not considered a vital record 
may be destroyed once it is verified by the 
supervisory committee. Individual Share and 
Loan Ledgers should be retained perma-
nently. Records, for a particular period, 
should not be destroyed until both a com-
prehensive annual audit by the supervisory 
committee and a supervisory examination by 
the NCUA have been made for that period. 

E. What Records Should Be Retained 
Permanently? 

1. Official records of the credit union that 
should be retained permanently are: 

(a) Charter, bylaws, and amendments. 
(b) Certificates or licenses to operate under 

programs of various government agencies, 
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1 See 12 CFR 748.1(b) concerning a FICU’s 
reporting of any catastrophic act that occurs 
at its office to its regional director and 12 

CFR 749.3 concerning the location of a 
FICU’s vital records center to avoid the si-
multaneous loss of both sets of records in the 
event of disaster. 

such as a certificate to act as issuing agent 
for the sale of U.S. savings bonds. 

2. Key operational records that should be 
retained permanently are: 

(a) Minutes of meetings of the member-
ship, board of directors, credit committee, 
and supervisory committee. 

(b) One copy of each financial report, 
NCUA Form 5300 or 5310, or their equivalent, 
and the Credit Union Profile report, NCUA 
Form 4501, or its equivalent as submitted to 
NCUA at the end of each quarter. 

(c) One copy of each supervisory com-
mittee comprehensive annual audit report 
and attachments. 

(d) Supervisory committee records of ac-
count verification. 

(e) Applications for membership and joint 
share account agreements. 

(f) Journal and cash record. 
(g) General ledger. 
(h) Copies of the periodic statements of 

members, or the individual share and loan 
ledger. (A complete record of the account 
should be kept permanently.) 

(i) Bank reconcilements. 
(j) Listing of records destroyed. 

F. What Records Should a Credit Union 
Designate for Periodic Destruction? 

Any record not described above is appro-
priate for periodic destruction unless it must 
be retained to comply with the requirements 
of consumer protection regulations. Periodic 
destruction should be scheduled so that the 
most recent of the following records are 
available for the annual supervisory com-
mittee audit and the NCUA examination. 
Records that may be periodically destroyed 
include: 

(a) Applications of paid off loans. 
(b) Paid notes. 
(c) Various consumer disclosure forms, un-

less retention is required by law. 
(d) Cash received vouchers. 
(e) Journal vouchers. 
(f) Canceled checks. 
(g) Bank statements. 
(h) Outdated manuals, canceled instruc-

tions, and nonpayment correspondence from 
the NCUA and other governmental agencies. 

[66 FR 40579, Aug. 3, 2001, as amended at 74 
FR 35769, July 21, 2009] 

APPENDIX B TO PART 749—CATA-
STROPHIC ACT PREPAREDNESS 
GUIDELINES 

Credit unions often look to NCUA for guid-
ance on preparing for a catastrophic act. 
While NCUA has minimal regulation in this 
area, 1 as an aid to credit unions it is pub-

lishing this appendix of suggested guidelines. 
It is recommended that all credit unions de-
velop a program to prepare for a cata-
strophic act. The program should be devel-
oped with oversight and approval of the 
board of directors. It is recommended the 
program address the following five elements: 

(1) A business impact analysis to evaluate 
potential threats; 

(2) A risk assessment to determine critical 
systems and necessary resources; 

(3) A written plan addressing: 
i. Persons with authority to enact the 

plan; 
ii. Preservation and ability to restore vital 

records; 
iii. A method for restoring vital member 

services through identification of alternate 
operating location(s) or mediums to provide 
services, such as telephone centers, shared 
service centers, agreements with other credit 
unions, or other appropriate methods; 

iv. Communication methods for employees 
and members; 

v. Notification of regulators as addressed 
in 12 CFR 748.1(b); 

vi. Training and documentation of training 
to ensure all employees and volunteer offi-
cials are aware of procedures to follow in the 
event of destruction of vital records or loss 
of vital member services; and 

vii. Testing procedures, including a means 
for documenting the testing results. 

(4) Internal controls for reviewing the plan 
at least annually and for revising the plan as 
circumstances warrant, for example, to ad-
dress changes in the credit union’s oper-
ations; and 

(5) Annual testing. 

[72 FR 42274, Aug. 2, 2007, as amended at 77 
FR 71085, Nov. 29, 2012] 

PART 750—GOLDEN PARACHUTE 
AND INDEMNIFICATION PAYMENTS 

Sec. 
750.0 Scope. 
750.1 Definitions. 
750.2 Golden parachute payments prohib-

ited. 
750.3 Prohibited indemnification payments. 
750.4 Permissible golden parachute pay-

ments. 
750.5 Permissible indemnification pay-

ments. 
750.6 Filing instructions; appeal. 
750.7 Applicability in the event of liquida-

tion or conservatorship. 

AUTHORITY: 12 U.S.C. 1786(t). 
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